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BENTLEIGH SECONDARY COLLEGE ONE to ONE NOTEBOOK PROGRAM
RATIONALE
Bentleigh Secondary College is committed to creating an environment that promotes educational excellence. To this
end, we provide students with the opportunity to join our One to One Notebook Program which provides years 7 and 10
access to their own school leased notebook computer. This three year program provides students with 24/7 access to a
personal digital learning device; full Bentleigh Secondary College network and Internet access; onsite technical support; a
wide range of specialist productivity, communication and educational software.
Information and Communication Technology (ICT) forms a key component in 21st Century learning and is integrated into
classrooms across the curriculum at Bentleigh Secondary College. These resources and our technology programs provide
students, teachers, and support staff with powerful digital tools that expand learning opportunities.
At Bentleigh Secondary College we are committed to supporting students in developing digital literacy skills and
managing their own learning with the objective of becoming responsible and capable citizens. We seek to enhance
student engagement and promote stimulating learning by harnessing new technologies in the classroom. The college
will be vigilant in managing student use of digital learning resources to improve learning outcomes. This document
outlines the policies, guidelines, and responsibilities of all participants of the One to One Notebook Program as well as
anyone utilising any ICT resources at Bentleigh Secondary College.
We strongly recommend that all students join the One to One Notebook Program. Students not participating in the
program will have only limited access to other college based computers, therefore computer access at school cannot be
guaranteed and classroom activities may be modified. It is also expected that at the end of the three year term of the
program, if students are still enrolled at Bentleigh Secondary College, they participate in a subsequent One to One
Notebook Program for the remainder of their time at Bentleigh Secondary College.

The College is committed to:
• Providing students with a notebook and maintaining this notebook (see Bentleigh Secondary College’s
Responsibilities section for details);
• Providing support to parents/guardians/caregivers through information evenings, the college website, Compass,
and documents attached to this agreement, which should be retained for reference;
• Explicitly teaching students about notebook maintenance, ethical online interaction, cyber safety and digital
technology, health and safety issues;
• When students are at school, providing supervision and direction in online activities and the use of digital
technologies for learning;
• Providing a filtered internet service for approved digital devices logged into the college network and expecting
all students, whilst at school, to only access the internet using this service;
• Encouraging students to explore technology as a means of creating new ways of learning and becoming digitally
enabled and responsible citizens.
Associated with the opportunities that a digital teaching and learning program allows, it is the responsibility of all
members of our community to interact in a positive manner with the technologies provided. Sound ethics, integrity, and
good judgment are expected when interacting with all digital devices provided by Bentleigh Secondary College.
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DEVICE
The 2018 device is the Acer Switch 12 Alpha
Screen Size

12” Multi-Touch

Format

Type Cover
Tablet

Overall Size

Weight

292.1 x 201.4 x
9.5mm
Excluding keyboard

Storage

8 hours approx.

Battery Life

Core i3
2.30GHz

Memory

128GB SSD +
64GB Micro SDXC
Class 10 Flash Card

Warranty

Processor

0.9kg excl.
Other
Keyboard
1.25kg with keyboard Features

2592 x 1944
(Full HD)

Screen
Resolution

4GB

3 year onsite via
college

Keyboard type cover with touchpad
(strong magnetic connector)
Active stylus (digital pen)
ACER – STM Ruggidised Switch 12 Case
Bag; Hard case

Inclusions
• Insurance: Accidental Damage, Accidental Loss and Theft Protection Insurance - 3 years - $100 excess will apply
• Image Deployment: College image software is installed on devices
• Case: Acer – STM Ruggidised Switch 12 Case (must remain on device – removal by ICT staff only)
• Bag: Everki Hard Case

PAYMENT OPTIONS
Bentleigh Secondary College recognises that the cost of the One to One Notebook Program may be a burden to
some families, and we therefore offer two payment options:
Option
Payment Due:

Initial Payment
Required to enter program

Friday 27 October 2017

1

2

2

One payment

Two payments

$1050.00

$525.00

Saturday 27 January 2018

Total Cost

Option

$525.00

$1050.00

$1050.00

Notes on Payments:
• 50% of the program cost is required, as the initial deposit must be paid to be eligible to enter the program.
• All prices are valid for those joining the program on the above schedule, but may change for those joining later.
• Two dishonoured payments will result in network access being revoked and will incur a $15.00 reconnection fee.
Devices are to be paid for through our technology partner, Learning With Technologies (LWT) Payment Collection Portal,
which can be accessed at www.bentleighsc.vic.edu.au/1to1order. The portal is owned and operated by LWT and uses
the banking services of Westpac. LWT are collecting monies on behalf of Bentleigh Secondary College, the device itself
will be supplied by the College in Term 1, 2018.
The One to One Notebook Program runs from Year 7-9 and 10-12, students are expected to re-enrol as they enter Year
10. This ensures that students have access to up-to-date and fully insured devices. Students enrolling in Years 7 & 10
will be enrolling for the full three years.
Throughout the three year term of the One to One Notebook Program, all devices remain the property of Bentleigh
Secondary College. As a result, Bentleigh Secondary College reserves the right to confiscate the device if any of the
conditions set out in the college agreements and guidelines are breached. This includes, but is not limited to:
inappropriate use of the device, college network or other ICT resources; failure to pay any outstanding charges; or other
inappropriate actions.

DELIVERY
All devices will be delivered to the college and then distributed to students in a formal rollout session. This process
allows the College ICT team to configure the devices for network access as well as check for faults or other issues before
devices are given out.
If families make all payments according to the option schedule, devices will be distributed to the students during the first
week of school in 2018. Families paying late will receive their devices at a later date as these devices will need to be
ordered, delivered to the college, and configured before they can be delivered to students. We endeavour to supply
devices as soon as possible, but recognise that much of the supply chain is beyond our control.
Please note that devices will not be issued to students unless either Payment 1 (Option 1), or Payments 1 and
2 (Options 2) have been made. Parents enrolling in the program after the commencement of the school year will receive
devices up to approximately three or four weeks after these payments are made.

WHY THIS DEVICE?
The device is an innovative form of computer that is well suited to education. It is chosen for the following benefits:
• Compact size and relative lightweight, minimising the burden on students and allowing it to be used in any
learning environment;
• A long battery life allowing it to be used all day at school without recharging;
• A better form for making use of digital notebooks and textbooks as it can be used flat like a textbook and in
conjunction with pen and paper as required;
• Reasonable price, reliability, and durability;
• A touch screen device;
• Makes use of a digital stylus which allows handwriting and pen input;
• The level of interactivity and highly diverse modes of use will support innovative learning opportunities not
possible with other forms of ICT.
Bentleigh Secondary College still values handwriting as a very important skill, and recognises that VCE exams will
continue to be handwritten. This device allows students to continue to use and develop their handwriting skills. In
addition, this device allows digital note taking, including drawing and labelling diagrams.
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ONE to ONE NOTEBOOK PROGRAM - ACCEPTABLE USE AGREEMENT
Acceptance of this agreement incorporates acceptance of the terms and conditions of the following documents:
 One to One Notebook Program acceptable use agreement (outline below)
 Ethical and Responsible Use of Digital Technologies Policy
 ICT Acceptable Use Agreement Policy
This agreement covers the use of technologies that are beyond the One to One Notebook Program and include,
but are not limited to, desktop computers, laptops, tables, projectors, digital cameras, photocopiers, mobile
phones, music storage devices and audio visual equipment.

POLICY AND PURPOSE:
Bentleigh Secondary College is committed to providing a computer network and Information and Communication
Technology (ICT) resources, which promote educational excellence and facilitate resource sharing, innovation and
communication. Students are given access to an extensive wireless network and the Internet and are provided with an
individual email account as well as 24/7 access to a notebook computer. These resources and our technology programs
provide students, teachers and support staff with powerful digital tools that expands learning opportunities.

AT BENTLEIGH SECONDARY COLLEGE WE:
Support students in developing digital literacy skills and in managing their own learning with the objective of becoming
responsible and capable citizens. We seek to enhance student engagement and promote stimulating learning by
harnessing new technologies in the classroom. The College will be vigilant in managing student use of digital learning
resources to improve learning outcomes.

UNDERPINNING THESE OBJECTIVES THE COLLEGE WILL:







Provide students with a notebook, and maintain this notebook (see Bentleigh Secondary College’s Responsibilities
section for details);
Provide support to parents/guardians/caregivers through information evenings, the college website, Compass,
and documents attached to this agreement, which should be retained for reference;
Explicitly teach students about notebook maintenance, ethical online interaction, cyber safety and digital
technology, health and safety issues;
When students are at school, provide supervision and direction in online activities and the use of digital
technologies for learning;
Provide a filtered internet service for approved digital devices logged into the college network and expect all
students, while at school, to only access the internet using this service;
Encourage students to explore technology as a means of creating new ways of learning and become digitally
enabled and responsible citizens.

Associated with the opportunities that a digital teaching and learning program allows, it is the responsibility of all
members of our community to interact in a positive manner with the technologies provided. Sound ethics, integrity, and
good judgment are expected when interacting with all digital devices provided by Bentleigh Secondary College.

BENTLEIGH SECONDARY COLLEGE’S RESPONSIBILITIES:
PROVISION OF NETWORK


The college will establish and maintain a comprehensive IT network, including secure wireless access and filtered
high speed Internet access.

PROVISION OF SOFTWARE




The college will provide notebooks with wireless connectivity and imaged with a wide range of DET licensed
software, and additional college licensed software.
Prior to devices being issued to students, each device will be registered in the college database with a unique
identifier against the student’s ID.
Software installed by the college is subject to license conditions and must not be copied, distributed or deleted.
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INDUCTION
 Student Induction: Students will participate in an introductory session to ensure they are familiar with their roles
and responsibilities and are aware of safe and ethical use.
 Induction of parents: A parent information program will be offered and parents are encouraged to attend.
Participation in the One to One Notebook Program requires parents and students to accept the terms and conditions of
this agreement and college policies.

PERIPHERALS (ACCESSORIES)
The college will not provide additional peripherals as part of the One to One Notebook Program. Parents or students may
purchase these outside of the program. Program support and warranty will not apply to peripherals. Peripherals may
include: USB backup devices; additional batteries; external DVD drives; stylists (digital pens), covers, hard cases, power
packs and keyboards. These peripherals should be responsibly maintained and may be checked by staff at any time.

MAINTENANCE AND REPAIR










Students are required to report any technical issues or damage to the ICT Office as soon as possible. The ICT
Office technicians will determine, through testing procedures, whether the device has been accidentally damaged
or if a fault has occurred that is covered under warranty.
If the device is faulty and requires repairs covered under warranty, students will be issued with a loan
replacement device until their notebook is repaired or replaced. No excess payment is required if the problem is
deemed to be covered under warranty.
In the event the device is damaged, lost or stolen, participants in the One to One Notebook Program will be
required to pay an excess for the repair and/or replacement of the device. No action can be taken to repair the
student notebook until the excess payment has been made to the Bentleigh Secondary College Finance Office.
Loan devices will be available to students if their device has been submitted for repair for accidental damage or
loss, subject to the excess being paid.
A device that incurs viruses as a result of school based or personal downloads (and other forms of file sharing) will
be re-imaged. This will result in the loss of all data so regular (weekly) backing-up of all data is essential.
The college will provide technical support and a ‘helpdesk’ facility where technical problems (that do not include
home internet access issues) can be logged. The ‘helpdesk’ is available at the ICT Office (Library) and is staffed
before school (from 8:30-8:45am), at recess and lunch breaks, and after school (from 3:15-4:00pm), to assist
students with technical issues.

PARENT/GUARDIAN/CAREGIVER RESPONSIBILITIES
Parents/guardians/caregivers are responsible for paying an agreed amount to participate in the program.
Parents/guardians/caregivers are responsible for monitoring their child’s ethical and responsible use of the device when
used outside the college - this includes both within the home and any other external use outside school.

PARENT/GUARDIAN/CAREGIVER RESPONSIBILITIES FOR MONITORING THE CARE AND USE OF THE
DEVICE
1.

2.
3.
4.
5.
6.
7.

That the notebook use is consistent with the published Bentleigh Secondary College ICT Acceptable Use and
Ethical and Responsible use of Digital Technologies Policies. Parents/guardians/caregivers may need to provide
additional home network filtering and supervision of students on the home network.
That the notebook is fully charged overnight so that the device does not require access to power at any point
during the school day.
That students back-up material regularly, so that if re-imaging is required, vital learning material is not lost.
That the notebook is kept away from areas being used for eating / drinking.
That the battery charger and power cord is used in accordance with manufacturer recommendations whenever
possible, to maintain battery life.
That students comply with the requirement that notebooks are stored flat in the protective cases provided and
that only the device will be placed in this case.
That no wilful and careless damage occurs. Wilful and careless damage of the device is the responsibility of the
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student and parent. Bentleigh Secondary College takes no responsibility for such damage.
That the notebook is solely used by the student named in the One to One Notebook Program Agreement.
That any technical problems (not including home internet access issues) are dealt with using the College ICT
Helpdesk procedures.
10. That all One to One Notebook Program payments are made on the schedule prescribed in the Payment Options
section above.
8.
9.

STUDENT RESPONSIBILITIES
The responsibilities listed below apply at all times, but especially throughout school hours and during any collegesanctioned activities.

STUDENT RESPONSIBILITIES AS A MEMBER OF THE ONE TO ONE NOTEBOOK PROGRAM AND THE
BENTLEIGH COMMUNITY
1.
2.
3.
4.
5.
6.
7.

8.
9.

10.

11.
12.
13.
14.

15.

16.

17.

Following the published Bentleigh Secondary College ICT Acceptable Use and Ethical and Responsible use of
Digital Technologies Policies.
Bringing the notebook to school every day fully charged and leaving the battery charger and power cable at
home.
Transporting the notebook safely in the hard case provided between classes and when travelling to or from
school.
Ensuring the notebook is not left unattended at any time.
Accessing and using the notebook at school under teacher supervision with an understanding that the primary
purpose of the device is to support learning.
Only using the notebook computer indoors and whilst seated at a table. This includes in the Library and VCE
Study Centre. Outdoor use of a notebook must be under strict supervision of a teacher during class time only.
Ensuring that games—online, installed, or on an external drive—and other recreational programs not directly
linked to learning is not accessed during school hours. This includes video conferencing and instant messaging
software such as Twitter, Skype, Facebook, and equivalents.
Not removing, or attempting to remove, any software installed by the college on the device.
Only accessing the Internet by using the college network when at school. Tethering to a smart device or
Internet dongle is strictly prohibited unless for educational purposes approved by a teacher; the bypassing of
the Bentleigh Secondary College proxy server to access blocked sites is prohibited. This includes using VPN’s and
the altering of DNS settings.
Understanding that ‘Torrent’ downloading is strictly prohibited at school. Complying with all legal requirements
governing the use of the notebook and the accessing of information—such requirements include, but are not be
limited to, privacy and intellectual property rights laws, and Identity Theft and copyright.
Not accessing, or attempting to access, monitor or tamper with, information on any of the college servers or any
other person or organisation’s computer without explicit agreement of that person or organisation.
Downloading and running only authorised programs and learning games; and maintaining settings for virus
protection, spam and filtering which the school and/or Department have set.
Ensuring that passwords are private and confidential, not shared with anyone, and changed regularly.
Understanding that all actions taken using the student’s user account are the responsibility of the account
owner and that the network account (username and password) identifies the student and that all
communications (both external and internal) may be monitored.
Understanding that notebooks may be monitored during lessons and breaks to determine how students are
using the device—consequences will follow for students found to be breaching the terms and conditions of the
One to One Notebook Agreement.
Ensuring that all schoolwork and other data is regularly backed-up. Weekly backing-up of school related work is
encouraged. Only school related work can be backed-up on the student H: Drive on the Bentleigh Secondary
College network. Students are encouraged to store personal data on an external device. The college is not
responsible for the loss of any work or files from students’ notebooks due to damage, hardware or software
failure.
Not tampering or changing any anti-virus, security, monitoring or remote access settings on the notebook
computer that have been set by the college.
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18. Understanding that the college reserves the right to remotely install or make changes to existing software in
network updates and students must not override these changes.
19. Submitting the notebook for re-imaging or other services/purposes as required. A notebook that is experiencing
hardware or software issues due to virus, damage or fault, is to be reported to the ICT Technicians as soon as
possible. The college staff, reserve the right to report a student continually using a damaged notebook.
20. Ensuring that the language settings on the notebook remain set to Australian English.
21. Promptly returning the notebook in good condition if he/she ceases to be enrolled at the college or at the end of
the Notebook Program period
The notebook computer remains the property of Bentleigh Secondary College for the full term of the Program. As a
result, Bentleigh Secondary College reserves the right to confiscate the device if any of the conditions set out in the
college agreement and guidelines are breached. If a student leaves the college, the notebook is to be returned to the
college.

ONE to ONE NOTEBOOK PROGRAM - ACCEPTABLE USE AGREEMENT
This agreement exists as a set of guidelines to assist Bentleigh Secondary College to provide a safe and workable Notebook
Program for student learning. It is a condition of continued participation in the Notebook Program and of continued use
of the college network and ICT resources that students and parents both agree to and abide by this agreement.
We ask parents and students to read this One to One Notebook Program – Acceptable Use Agreement in conjunction
with the Bentleigh Secondary College Information and Communication Technology Year 7 & 10 Handbook 2017, the
Ethical and Responsible use of Digital Technology Policy and the Bentleigh Secondary College ICT Acceptable Use Policy.
Before digitally agreeing to and accepting this agreement, we ask parents/guardians/caregivers discuss it with their son,
daughter or student and make sure that he/she understands the intent, detail, and implications of this agreement and
associated policies to a level that ensures that he/she will comply with the requirements herein.

BENTLEIGH STUDENT:
1.

2.
3.

I have read the Bentleigh Secondary College One to One Notebook Program – Acceptable Use Agreement, the
Ethical and Responsible use of Digital Technology Policy and Bentleigh Secondary College ICT Acceptable Use
Policy included in the Bentleigh Secondary College Information and Communication Technology Year 7 & 10
Handbook 2017.
I understand the meaning of all the rules, terms and conditions and agree to abide by them.
I understand that my privileges and access to the digital technology provided by Bentleigh Secondary College
may be withdrawn in the event I breach these conditions.

Digital acceptance is required via the payment portal (Learning with Technologies) and as part of the Bentleigh Secondary
College online course confirmation via Compass.

PARENT/GUARDIAN/CAREGIVER:
1.

2.
3.

I have read the Bentleigh Secondary One to One Notebook Program – Acceptable Use Agreement, the Ethical
and Responsible use of Digital Technology Policy and Bentleigh Secondary College ICT Acceptable Use Policy
included in the Bentleigh Secondary College Information and Communication Technology Year 7 & 10 Handbook
2017.
I have discussed these with my son/daughter/student and have satisfied myself that he/she understands the
intent, detail and implications.
I understand that my son’s /daughter’s / student’s privileges and access to the digital technology provided by
Bentleigh Secondary College may be withdrawn in the event he/she breaches these conditions.

Digital acceptance is required via the payment portal (Learning with Technologies) and as part of the Bentleigh Secondary
College online course confirmation via Compass.
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ETHICAL and RESPONSIBLE USE of DIGITAL TECHNOLOGIES POLICY
RATIONALE
The following guidelines have been prepared to help members of the Bentleigh Secondary College community
understand and meet the expectations for responsible and ethical behaviour when using technologies associated with
Bentleigh Secondary College. These guidelines sit within the parameters of the Student Engagement Policy. These
policies are designed to enhance self-discipline and respect for the rights of others. They promote an environment
that maximises the opportunity for all students to achieve their potential.

CORE EXPECTATION
Bentleigh Secondary College is committed to providing a computer network and digital resources that promote
educational excellence and facilitate resource sharing, innovation, and communication. The resources and our
curriculum programs provide students, teachers, and support staff with powerful digital tools that expand learning
opportunities.
Associated with the opportunities that a digital teaching and learning program allows, is the responsibility for all
members of our community to interact in a positive manner with the digital technologies provided. Sound ethics,
integrity, and good judgement are expected when interacting with all digital devices provided by Bentleigh Secondary
College.
The college will be vigilant in managing student use of the digital resources to improve learning outcomes. Misuse of any
digital resources provided by the college will be dealt with in an appropriate manner.

GUIDELINES
A STUDENT AT BENTLEIGH SECONDARY COLLEGE WILL BE RESPONSIBLE FOR:

BEHAVIOURS
1.

2.
3.

4.
5.
6.
7.
8.
9.

Protecting one’s own privacy rights and those of other students by not giving out personal details such as: full
names, telephone numbers, addresses and images (this includes personal details, school details, images or
photos).
Recognising other users’ intellectual property and acknowledging these sources (in a bibliography including all
text, images, and multimedia) where used.
Not participating in cyber bullying practices. In particular, students should not read or forward material that
may be interpreted by others as bullying material and should report instances and material to a teacher.
Students are expected to be up-standers in relation to any Cyber bullying, in line with Bentleigh Secondary
College Anti-bullying Guidelines.
Seeking teacher or parent advice if unsure regarding internet content or search methods, hostile or unpleasant
emails, blogging or wiki content.
Avoiding all potentially offensive sites and refusing to be guided to these sites.
Ensuring that external data storage devices do not contain any programs or files that may cause harm or
contain offensive material.
Respecting the rights of others in all collaborative, online communication forums, and email by using language
that is polite and professional.
Respecting computer network security and the data of other users (including individuals, th e college and the
Department) and only log in using their own login code and password.
Ensure that regular backup of data on an external hard drive is part of the procedure.

8

ONLINE ETIQUETTE (MANNERS)
This applies to all online interactions, from email and social media, to websites and instant me ssaging.
9.

Behave online in a polite and fair manner at all times. Online manners are very important. Your words may be
easily misunderstood or misinterpreted, so be considerate and tactful. You are never anonymous online. You
are accountable. Your actions can be traced.
10. Check the information in your profile to make sure your personal details are not available to strangers. Blogs
and profiles should be available to your friends only.
11. Respect the rights of others in all collaborative, online communication forums and email by using language
which is polite and professional.

DOWNLOADING AND UPLOADING
This applies to downloading and uploading:
12. Laws exist to protect people from receiving material that may be rude and offensive. You may not th ink it is
offensive, but someone else might be offended by it.
13. Remember, photos, videos, recordings and text that you upload to sites in any way (even on secure sites) can
remain online forever. Once you upload content you lose control of it. It can be accessed for personal or
commercial (advertising, marketing) purposes by anyone.
14. If a site has been blocked and you consider this site to be of educational benefit —inform your teacher. Do not
bypass department/college network security to access games, music or social networking sites whilst at school.
15. Do not download blocked content at home and access them from your hard drive whilst at school.
16. The Australian Law and Digital Rights Management (DRM) states that it is illegal to download or share
copyrighted music, video, film and games without paying for them. Downloading these files illegally or sharing
illegal downloads is breaking the law and you may be prosecuted.

USE OF EMAIL AND SECURITY
This applies to the use of email:
17. When emailing: imagine that you are speaking to the person and type a polite version of what you would say.
Capitals are considered yelling.
18. Email is for communicating information and sending documents. Do not become involved in email arguments.
If an email exchange is becoming less than friendly, then end it and speak to the person , in person, and/or
consult a parent or teacher.
19. Take care with your email account. Don’t give out your email address to unreliable sites or your inbox may fill
with SPAM (junk email—advertising).
20. Users must only send emails from their own named accounts. If you create an anonymous email account (i.e.
Ilikered@gmail.com account) and send inappropriate emails from this account you can be tracked.
Anonymous emailing such as this is prohibited.
21. Do not open emails that request that you update certain programs such as ‘Flash’ or ‘iTunes’. Requests to
update will generate from the programs themselves and will never be emailed. Do not open emails that
promise gifts and opportunities. Simply opening these emails (not even the attachments) can release viruses
or Trojans into your computer.
22. Students must not use their digital device, or college owned technologies to create, save or send messages
that contain offensive language, graphics, images, or attached graphics files or messages that are sexist, racist
or otherwise prejudicial or inflammatory (intended for impact and strong reaction). Whenever a member of
the college community is involved in sending such an email, or communicating such information using the
Internet (whether from inside the college or beyond it) it is considered a breach of the Acceptable Use
Agreement.
23. Email accounts are not designed for storing information. You need to save important information as
documents on your hard drive. Your Bentleigh/O365 account may delete emails automatically after 30 days.
Clean out your deleted messages and sent mailboxes every fortnight.

Digital acceptance of this Policy is required via the payment portal (Learning with Technologies) and as part of the
Bentleigh Secondary College online course confirmation via Compass.
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BENTLEIGH SECONDARY COLLEGE ICT ACCEPTABLE USE POLICY
RATIONALE
ALL students and their parents/guardians/caregivers at Bentleigh Secondary College must digitally accept this
agreement. This agreement covers the use of technologies that are beyond the One to One Notebook Program and
include, but are not limited to, desktop computers, laptops, tablets, projectors, digital cameras, photocopiers, mobile
phones, music storage devices and audio visual equipment.

GUIDELINES
A STUDENT AT BENTLEIGH SECONDARY COLLEGE WILL BE RESPONSIBLE FOR:
1.
2.
3.
4.

5.
6.

7.

8.
9.
10.
11.

12.
13.

14.
15.

Ensuring mobile phones and other personal technologies are not seen nor used at college during the course of
the school day, unless specifically instructed by a teacher.
Ensuring personal mobile phones/technologies are locked away safely and not left unsecured at any time. The
college bears no responsibility for any personal technologies that are brought to school.
Understanding that the use of technologies in school is primarily to support learning.
Ensuring that games—online, installed, or on an external drive—and other recreational programs not directly
linked to learning are not accessed during school hours. This includes video conferencing and instant messaging
software such as Twitter, Skype, Facebook, and equivalents.
Not removing, or attempting to remove, any software installed by the college on the device.
Only accessing the Internet by using the college network when at school. Tethering to a smart device or
Internet dongle is strictly prohibited unless for educational purposes approved by a teacher; the bypassing of
the Bentleigh proxy server to access blocked sites is prohibited. This includes using VPNs and the altering of DNS
settings.
Understanding that ‘Torrent’ downloading is strictly prohibited at school. Complying with all legal requirements
governing the use of the notebook and the accessing of information—such requirements include, but are not be
limited to, privacy and intellectual property rights laws, and Identity Theft and copyright
Not accessing, or attempting to access, monitor or tamper with, information on any of the college servers or any
other person or organisation’s computer without explicit agreement of that person or organisation.
Downloading and running only authorised programs and learning games; and maintaining settings for virus
protection, spam and filtering which the school and/or Department have set.
Ensuring that passwords are private and confidential, not shared with anyone, and changed regularly.
Understanding that all actions taken using the student’s user account are the responsibility of the account
owner and that the network account (username and password) identifies the student and that all
communications (both external and internal) may be monitored.
Understanding that notebooks may be monitored during lessons and breaks to determine how students are
using the device—consequences will follow for students found to be breaching the use agreement.
Ensuring that all schoolwork and other data is regularly backed-up. Weekly backing-up of school related work is
encouraged. Only school related work can be backed-up on the student H: Drive on the Bentleigh Secondary
College network. Students are encouraged to store personal data on an external device. The college is not
responsible for the loss of any work or files from students’ notebooks due to damage, hardware or software
failure.
Not tampering or changing any anti-virus, security, monitoring or remote access settings on the notebook
computer that have been set by the college.
Understanding that the college reserves the right to remotely install or make changes to existing software in
network updates and students must not override these changes.

Digital acceptance of this Policy is required via the payment portal (Learning with Technologies) and as part of the
Bentleigh Secondary College online course confirmation via Compass.
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PROCEDURES for BREACHES to the AGREEMENTS and POLICIES
The college will be vigilant in managing student use of the resources to improve learning outcomes. Misuse of desktop
computers, laptops, notebooks, tablets, digital cameras and other technologies and mobil e ICT devices will be dealt
with according to the nature of the infringement.
Breaching the conditions stated in the Ethical and Responsible Use of Digital Technologies Policy, the ICT Acceptable
Use Policy and the One to One Notebook Acceptable Use Agreement may result in access restrictions and/or
withdrawal of access to digital resources.

Ongoing Monitoring
The college reserves the right to remotely and locally monitor student and college based device s on an ongoing basis.
Students found to be breaching the conditions of the Acceptable Use Agreements and Policies will be issued
consequences in line with this policy. Students may be called up at any time by ICT, Sub-School or Principal Class staff
to have their device checked for compliance with the college Acceptable Use Agreement and Policies.

MAJOR BREACHES
The following are considered major breaches:
1.
2.
3.
4.
5.

6.
7.
8.
9.

Endangering the health and safety of or the property of others;
Vandalising the property of others;
Harassing or bullying others;
Persistent minor breaches;
Accessing blocked sites using VPN’s, altering DNS settings to bypass the college proxy server, or accessing the
internet by tethering to smart devices or internet dongles with the intent of bypassing the college monitoring
systems and filters;
Downloading, displaying, saving, or transmitting any material that others may find offensive. This includes
violent, racist, sexist material and pornography;
Bypassing filters and network security with the intention of changing settings and or interfering w ith existing
sites;
Using someone else’s password to access email, intranet profiles or other online forums under their identity;
Knowing about and failing to report or encouraging any of the above infringements to a teacher/coordinator or
member of the Principal team.

Procedures and consequences for major breaches
In the event that a student is in breach of these guidelines the relevant Sub -School Managers should be informed. After
consideration of the breach, the person may have one or more of the following bans imposed:
•
•
•
•
•
•
•

Temporary ban on using computers or mobile ICT devices;
Temporary confiscation of the device/s (including, but not limited to, computers or other mobile ICT devices);
Removal of email privileges and/or internet and network access;
If equipment and/or notebook is damaged, the student will be asked to pay all associated costs in replacing or
repairing the damaged equipment;
Removal from classes where computer use or mobile ICT device is involved;
Suspension or expulsion;
Authorities such as police may be contacted where the law has been breached.
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MINOR BREACHES
The following are considered minor breaches of the policy guidelines:
1.
2.
3.
4.
5.
6.

Playing games;
Straying to sites irrelevant to learning;
Communicating digitally when not relevant to the requirements of the learning task;
Disseminating irrelevant material;
Failing to follow fair and reasonable instructions—such as closing the notebook;
Changing settings for virus protection, spam and filtering that have been set as a departmental or school
standard.

Procedures and consequences for minor breaches
Minor breaches will be dealt with by the classroom teacher according to the established procedure which includes; a
reminder of expected behaviour in the form of a warning, and the student temporarily logging off and completing the
task without using digital technology.
Where a student repeatedly breaches, or commits multiple minor breaches, the student will be sent to an Assistant
Principal or the Sub‐School Coordinator will be notified. The student and teacher will complete an incident report.
Students will incur one or more of the above consequences at the discretion of the teacher an d Sub‐School
Co‐ordinators.
All technology (including Notebooks) remain the property of Bentleigh Secondary College. All accidental damages
should be reported to the ICT Helpdesk immediately or as soon as possible. Damages resulting from what is deemed
‘ongoing carelessness,’ will be dealt with on an individual basis.

Digital acceptance of this Policy is required via the payment portal (Learning with Technologies) and as part of the
Bentleigh Secondary College online course confirmation via Compass.
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ONE to ONE NOTEBOOK PROGRAM - FREQUENTLY ASKED QUESTIONS
Q: Do I own the computer once I have paid for it?
All students participating in the One to One Notebook Program will access a notebook device under a lease agreement. It is
necessary for the College to operate under a lease system as only leased notebooks can : be imaged with the DET software
package; use college licenced software; access the college intranet; access printing and onsite support.

Q: Why can't I use my own laptop (Mac or PC)?
Research has shown that the most successful laptop programs in schools are the ones where a school‐based device is used.
Individually purchased laptops pose problems with network compatibility and general maintenance so it is not a viable
option for our school. No access to DET software, college licenced software or college network and limited internet access
for non‐school based devices.

Q: What happens if a student leaves their notebook computer at home?
Students will be significantly disadvantaged as there are no provisions to supply students with a notebo ok if they have
forgotten theirs.

Q: What happens if the battery goes flat?
According to the terms stated in the One to One Notebook Program Acceptable Use Agreement, students are required to
bring their notebook to school fully charged every day. The battery life for the college device has been specifically chosen for
its long battery capacity. Students are not able to charge their device at school. Students who experience short battery life
need to report to the ICT Team for diagnostic assessment.

Q: What sort of warranty and insurance will the Notebook have?
All devices come with a three year warranty and insurance policy. In the event of warranty covered technical faults, the
college will offer an immediate loan device for temporary use until the student's laptop is repaired. The warranty
turnaround is usually twenty-four to forty-eight hours. In the event of viruses, devices will be 're-imaged' as a first
response—students should back up all work independently as reimaging will irretrievably delete all files. Where possible the
student’s own hard drive (or SD card) will be fitted to the loan device so that they can continue working on their files with no
issue. All devices are insured for accidental damage, theft and loss. An excess claim fee is charged to students each time
they need to make an insurance claim. Once the excess fee has been paid to the Bentleigh Secondary College Finance Office,
students are eligible for a loan device until their claim has been completed. A police report is required for any claims of loss
or theft.

Q: What happens if there is a technical problem at home or school?
Students will need to lodge their device at the ICT Office at the next opportunity. If necessary they will be loaned a college
device until the problem is solved. Most problems (such as rogue viruses) will be remedied by simply re-imaging the device.
Re‐imaging will result in the loss of all documents, therefore independent and regular backing up is compulsory.
Alternatively, the device may be dealt with under warranty. For most problems there will be a twenty-four to forty eight
hour turnaround period.

Q: Will students have internet access whilst at school and how do they access the internet from home?
Whilst at school, students will have full wireless access to a Department filtered internet and college network. Home Wi- Fi
can be used when the student is accessing the internet at home. If problems occur with internet access at home, the home
internet service provider may need to be contacted.

Q: How much time will a student spend using the Notebook?
At Bentleigh Secondary College students will be using the notebooks daily. Bentleigh Secondary College maintains that these
devices are tools to be utilised as required. Programs will be used such as mind map thinking, refine skills, collaborate,
communicate, and create.
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Q: What applications will be used to assist learning in the classroom?
Compass will be used extensively for student and college management. Subject lesson plans, resources, and learning tasks
will be posted for students to access. Microsoft OneNote will be utilised extensively as well as the Microsoft Office suite.
DET resources such as FUSE and Global Teacher will also assist in delivering the college's curriculum. Installed programs such
as Adobe software, Audacity, Inspiration, and a variety of other thinking and creating tools will be utilised for learning. Online
applications such as Google Maps, Google Drive, Edrolo, Animation sites, Ning sites, brainstorming sites (Bubbl.us),
Presentation creation sites (Prezi), web conferencing sites (Vyew) to identify but a few, will contribute to our pool of
resources. Subject domains will continue to build and adapt their curriculum to meet the changing demands of a digital
world.

Q: How will teachers know what students are doing on their notebooks?
Teachers constantly move around the classroom and observe student learning. They will also have access to monitoring
software, which enables them to use their own laptops to view, at a glance, the screens of every student in the class.
Non‐educational games are banned across the college as is instant messaging and social networking software such as Skype
and Facebook. Monitoring software is used by the College and DET to identify any inappropriate use of devices. College wide
management strategies will deal with students who develop patterns of misuse. Consequences for breaches of the One to
One Notebook and ICT Acceptable Use Agreements are stated in the school diary and are available on the college website.

Q: Will the device come loaded with software or will students need to load it?
The device will come fully equipped with the Edustar software suite and a range of college licenced software, which is only
accessible to college based devices. Additional software may be loaded with college approval (and adhering to the Guidelines
for Ethical and Responsible Use and the Acceptable Use Agreements) but this may slow down response time.

Q: Will students need to back--‐up their own documents and files or is back--‐up automatic?
Back‐up is not automatically provided by the college's network. Students are advised to back‐up using a method of their own
choosing. This includes a USB and/or OneDrive or external hard drives. Synchronisation will not be carried out due to
limitations in the college network's storage capacity. Weekly back‐ups are strongly recommended.

Q: Will students be able to access other school computers if they don’t have a notebook computer of their
own?
Students will have very limited access to other college based laptop and desktop computers if they are not participating in the
One to One Notebook program. As a result of our move to One to One notebooks, computer access may be limited for
students without their own device.
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ONE to ONE NOTEBOOK PROGRAM 2018 CHECKLIST
1. Parents/guardians/caregivers discuss with their son, daughter or student and make
sure that he/she understands the intent, detail an implications of this agreement
and associated policies:
•

One to One Notebook Program – acceptable use agreement

•

Ethical and Responsible Use of Digital Technologies Policy

•

Bentleigh Secondary College ICT Acceptable Use Policy

•

Procedures and Breaches to the Agreements and Policies

2. Access the Learning with Technologies (LWT) online portal via the Bentleigh
Secondary College Website

3. Choose a payment plan

4. Click on the payment plan option that you have chosen

5. Read and agree to the Terms and Conditions—this includes agreeing to the One to
One Notebook Program – acceptable use agreement and policies outlined in this
document

6. Proceed with payment

Bentleigh Secondary College will provide further details about the Notebook Computer
roll-‐ out schedule to families during Term 4
All notebook computer devices will be handed out to students at school at the
commencement of Term 1, 2018 where payment requirements have been fulfilled
Please contact the College via the General Office if you have further questions about the
One to One Notebook Program
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